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ABSTRACT 

 

CYBERLAWS IN BRUNEI DARUSSALAM AND SINGAPORE: A 
COMPARATIVE ANALYSIS 

 

 

The rate of cybercrime is increasing exponentially for the last few years and has shown 

laws are 

insufficient to cope with cybercrime which keeps evolving rapidly with technology. 
Singapore is a pioneer in cybercrime and has been of great assistance to Brunei during 

times where Brunei needs to amend her laws in the past. The objective of this research 

is to study the historical development of cybercrime in Brunei and Singapore as well as 

to comparatively analyse the laws dealing with cybercrime in Brunei and Singapore. In 
ble in 

Brunei. In terms of research methodology, the research adopts a doctrinal legal research 

approach. Apart from adopting the doctrinal legal research approach, the research also 

analyses the data collected by using both analytical and comparative methods of data 
analysis. As to the findings, the research concludes that Singapore legislations as the 

standard and guidance for Brunei legislation. The research recommends that there 

should be a consistency in amending the Brunei legislations as well as a systemized 

structure for cybersecurity enforcers.   
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ABSTRAK 

 

 

UNDANG-UNDANG SIBER DI BRUNEI DARUSSALAM DAN SINGAPURA: 
ANALISIS PERBANDINGAN 

 

Adapun statistik kadar jenayah siber selang beberapa tahun kebelakangan ini 
menampakkan peningkatan secara mendadak lantas mendapat perhatian besar dari 

pihak kerajaan Brunei. Undang-undang siber Brunei tidak mencukupi untuk menangani 

jenayah siber yang terus meningkat selari dengan berkembangnya teknologi. Singapura 

sebagai negara pelopor di dalam jenayah siber telah banyak membantu Brunei terutama 
sekali di dalam perihal pemindaan undang-undangnya yang lalu. Objektif penyelidikan 

ini adalah untuk mengkaji sejarah perkembangan jenayah siber di Brunei dan Singapura 

serta menganalisis perbandingan undang-undang yang berkaitan dengan jenayah siber 

kedua-dua buah negara tersebut. Dengan itu secara tidak langsung penyelidikan ini 
dibuat adalah melihat sejauh mana undang-undang siber Singapura dapat diterimapakai 

di Brunei.  Dari segi metodologi penyelidikan, kajian ini menggunakan pendekatan 

penyelidikan hukum doktrin. Selain itu, penelitian ini juga menganalisis data yang 

dikumpulkan dengan menggunakan kedua-dua kaedah analisis data dan perbandingan. 
Mengenai penemuan itu, penyelidikan menyimpulkan bahawa perundangan Singapura 

sebagai piawaian dan panduan untuk perundangan Brunei. Penyelidikan ini 

mengesyorkan agar ada konsistensi dalam mengubah perundangan Brunei dan juga 

struktur sistematik untuk penguatkuasa keselamatan siber. 
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CHAPTER 1  

INTRODUCTION 

 

1.1 Background of the Study 

sabotaging or stealing electronically stored 1 According to Cybersecurity 

Ventures, there will be at least $6 trillion of cybercrime damages by 2021.2 In the 

isk of 
 

and 1% perspiration.3 
distributed through a flopp PC .4 The 

-boots, leaving just a 

address in Panama to which payment was to 

be sent. Dr Joseph Popp, the alleged author of the Trojan, was later extradited to the 

UK to stand trial on charges of blackmail and damaging computer systems. However, 
he was released on the ground that he was unfit to stand trial due to mental health 

issues.  

 

  

                                                            
1 Thananc hayan, V. S. S. (2019, May 28). Com puter Crimes And Cybe rc rim es:  A Critical Analysis 
Focusing O n Sri Lanka. Law Man, Re tr ieved August 1, 2020 from 
http://www.law manlanka.com/blog/Public%20and%20Inte rnational%20Law /59#:~:text=As%20per%2
0Bla ck's%20Law%20Dictiona ry,a nd%20it%20nee ds%20inte rnet%20connection. 
2 Morgan, S. (2016, October 16). Cybe rc rim e D amage s $6 Trillion by 2021. Cybe rcrime  Maga zine , 
Retrieved August 30, 2020 from https://cyberse curityventure s.com/hackerpoc alypse-cybercrime-re port-
2016/ .  
3 See fore word by Micha el Sulliva n. Ulsch, M. (2014). Cybe r Thre at!  H ow to Manage the  Growing 
Risk of Cyber Attac ks. Wiley Corporate  F&A. 
4 Simone, A. (2015). The  Strange  H istory of Ransomware. Medium, Re tr ieved Ma y 30, 2020 from 
https://me dium.com/un-ha cka ble/the-bi zarre-pre-internet-hi story-of-ra nsomware-bb480a652b4b. 



 2 
 

In 2010, Brunei saw the prosecution of its first cybercrime case. The defendant was 

charged under Section 6(1)(a) of the Brunei Computer Misuse Act 2007, Chapter 194 

where he hacked into a wireless Internet connection without authorisation and using a 

imprisonment in total.5 It was reported that Brunei had the highest Instagram 

penetration in the world, with 63% of the population above 13-years-old using the 

photo and video sharing platform.6 It saw an increase by 14% to 220,000 users in the 
past year and this competes with more than 230 countries. On the other hand, Twitter 

showed a decrease of 4.6% while LinkedIn grew by 5.9%. Males make up the 

majority of Bruneian social media users on Facebook (57%), Twitter (64%) and 

LinkedIn (60%) with the exception of Instagram, whose user base is 55% female.7 
There were not many surveys conducted inorder to check and balance the 

consequences of the rising penetration into the Internet nor were there official records 

of complaints provided. However, there is a record that the number of cybercrime in 

Brunei increased year after year. A total of 2,143 cybersecurity attacks were recorded 
in Brunei in 2017 alone.8 

 

New developments in Information Technology (IT) also provide new opportunities for 

offenders, a problem which already challenges and will continue to challenge, the 

criminal law system. The Attorney General Yang Berhormat Dato Paduka Hj Hairol 

Arni Hj Abdul Majid, in his Legal Year 2019, 

draft new legislations on monitoring and more efficient reporting of cybersecurity 

threats. The new laws will also create a licensing regime that will regulate how data 

security is handled. 9 It further adds dimension to data privacy, cybercrime legal 
framework and cybersecurity. The AGC is committed in raising awareness of this new 

                                                            
5 HITBSECNEWS. (2010, May 6). First Cy bercrime Conviction in Brunei. HITBSecNews, Ret rieve d 
June 9, 2020 from https://ne ws.hitb.org/c ontent/f irst-cybercrime-conviction-brunei.  
6 Wong, A. (2019, April 29). on highe st in the world. BIZ BRUNEI, 
Retrieved May 30, 2020 from https://www.bizbrunei.com/2019/04/bruneis -instagra m-penetration-
highest- in-the-world/. 
7 Wong. . 
8 Wong. . 
9 Speech by Ya ng Berhormat Dato Paduka Haji Hairol Arni Bin Haji Abdul Majid, Attorney General, a t 
the opening of Legal Year 2019, Retr ieved June 19, 2019 from  
http://www.agc.gov.bn/ AGC%20Ima ges/downloa ds/spee ch/Lega l%20Year%202019.pdf. 
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crime by strengthening enforcement in order to ensure that our nation and population 

are protected. Its strategies are as follows: 

1. establishing the Cybersecurity Working Group to coordinate information sharing 

and formulate joint action to address and cybersecurity matter that led to the 

creation of the Brunei Darussalam National Cybersecurity Framework; and 

2. the setting up of a Cybercrime Focus Group by the Attorney General that aims to 
continuously study and research international best practices while ensuring our 

laws are compliant with international standards; and creating a strong legal 

framework in any national strategy to address cybercrime.10 

 

In Singapore, there have been many amendments made to the Computer Misuse Act 

1993, Chapter 50A, ever since it was enacted in 1993. In 2014, after the infamous 

the lawmakers included provisions on cyberattacks on Critical Information Institutes 

(CII).11 However, in 2018, a separate legislation was enacted focusing on the CII 

while further amendments were made to the respective Computer Misuse Act. This 
new legislation is the Cybersecurity Act 2018 (No. 9 of 2018) (Cybersecurity Act 

2018). It is an initiative to level up the digital security and digital resiliency across 

industry sectors that provide essential services in Singapore. The cyber-statute 

provides framework to CII owners on their obligations to proactively protect their data 
and networks from cyberattacks.  Indeed, the law evolves as cybercrime evolves.  

 

Brunei is still lacking in her cyberlaws and IT system. Her existing criminal laws are 
still insufficient to cover the newly emerged forms of cyber wrongdoing. Research has 

identified the limited effectiveness of the current Bruneian cyber legislations in 

tackling cyber wrongdoing by not expanding its scope to include other factors that 

                                                            
10 Sya zwani H j Rosli. (2018, August 15). Brunei minister c alls for vigilance against new cyber threats. 
Borneo Bulletin, Retr ieve d April 15, 2019 from ht tps://borneobulletin.com.bn/minister-calls-for-
vi gilance-against-ne w-cyber-threats/.   
11 Poh, I. (2015, January 30). . 
The Straits Times, Ret rieved Ma y 30, 2020 from https://www.straitstime s.com/singa pore/courts-
crime/hacker-who-called-himself-the-messiah-jailed-4-ye ars-and-8-months. 
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contribute to the respective wrongdoing.12 Marco et al argued -

statutes are insufficient to cope with cybercrime which keeps evolving rapidly with 

technology.13 

 

In general, this research 

amend the cybercrime law in Brunei. The research has focussed on the development in 
legislations and approaches taken in both Brunei and Singapore, its rationale for 

amendments and its application. For example, 

compared to Singapore has a huge gap in advancement. Brunei is ready to enter into 

the IT arena where all transactions and work are done through the use of technology. 
The country is ready to become a Smart Nation and thus, it is significant for Brunei to 

look towards Singapore, a country known to be a Smart Nation as well,  to assist in 

amending her laws. This research has explored and compared the Brunei and 

Singapore cyber legislations and discussed how the Singaporean legislation may be of 
assistance to Brunei in terms of amending its own cyber-statute. 

 

1.2 Reason for Topic Selection 

There are various reasons why the researcher has chosen this topic for her research. 
 

the ongoing rise of cybercrime in the country. Further, Brunei is aiming to become a 

Smart Nation as well.14 This brings to mind of Singapore, a Smart Nation whose 

cyberlaws have been constantly amended to suit its cybercrime challenges. Therefore, 
Singapore has been chosen for a comparative study with Brunei on their cyber 

legislations and approaches. 

 

1.3 Problem Statement 

                                                            
12 Marco, B., et al . (2018). Brunei Cybersec urity Masterplan 2018. S. Rajara tnam School of 
International Studies. p. 14. 
13 Marco. Brunei Cybersec urity Masterplan 2018. 
14 Wardi Wa sil. (2020, February 7). Brunei records nearly 40 per cent increase  in cybersec urity 
attacks. The Bruneian News, Retr ieved Ma y 31, 2020 from https://www.thebruneian.news/brunei-
re cords-ne arly-40-per-cent-increase -in-cybersecurity-attac ks/. 
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In accordance with the research title and the background of the study, it is of 

paramount importance to note that the main problem faced by Brunei is that the lack 

of cyberlaws to deal with or combat the increasing cybercrimes. According to 

Christopher Ng, a Deputy Public Prosecutor at the Criminal Justice Division of the 
AGC, he said that ybercrime is evolving, therefore laws need to evolve, too. We 

feel that cyber stalking, online harassment, phishing are currently not appropriately 
15 In 

Brunei, the challenges that the prosecutors have to face are the lack of cyberlaws 
inorder to combat the increasing cybercrimes. The rate of cybercrime is increasing 

exponentially for the last few years and has shown great concern on the part of the 

Bruneian government. Although there were efforts to warn the public about the 

dangers of being less prudent with regards to cybersecurity, there is a need to show 
great commitments to her laws and policies.  

 

Unlike Singapore where cyberlaws are of top priority, Brunei lacks cybersecurity in 

her laws and IT system. It needs consistency when it comes to amending the 

legislations to suit the present situation. There is limited effectiveness of the current 

Bruneian cyber legislations in tackling cyber wrongdoing due to its limited scope.16 
Marco et al conjectured laws are insufficient to cope with 

cybercrime which keeps evolving rapidly with technology.17 The Brunei Computer 

trusted one-stop referral agency in dealing with computer-related and Internet-related 

security incidents in Brunei.18 It is the central hub that coordinates with international 
Computer Emergency Response Team (CERT), network service providers, security 

vendors, government agencies, as well as other related organisations to facilitate the 

detection, analysis and prevention of security incidents on the Internet. Through a 
global affiliation with other CERTs, BruCERT acquires valuable information on IT 

security threats and sha

infrastructure. These findings are made publicly accessible with the objective of 

                                                            
15 Abdul Aziz Isma il. (2016, May 31). AG C, RBPF link arms to fight cyberc rim e. BT A rchive, 
Retrieved August 8, 2020 from https://bta rchive.org/news/national/2016/05/30/a gc -rbpflink-arms-fight-
cybercrime. 
16 Abdul Aziz Isma il. AG C, RBPF link arms to fight cybe rc rime . 
17 Abdul Aziz Isma il. AG C, RBPF link arms to fight cybe rc rime . 
18 About BruCERT. BRUCERT. Retrieved June 6, 2020 from https://www.bruc ert.org.bn/node/1. 
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increasing IT Security awareness. Although BruCERT does its job at protecting 

computers against cyberattacks, there is a need in attentiveness on the increasing 

diverse of cyberbreach.  

 

1.4 Research Questions 

This research, through comparative study, intends to answer three research questions: 

1. What is the historical development of cybercrime in Brunei and Singapore? 

2. How to comparatively analyse the laws dealing with cybercrime in Brunei 

and Singapore? 
3. Should Brunei adopt the same laws dealing with cybercrime as 

Singapore ? 

 

1.5 Research Objectives 

The research objectives can be divided into three steps corresponding to the 

abovementioned sub-research questions: 

1. To study the historical development of cybercrime in Brunei and 

Singapore. 

2. To comparatively analyse the laws dealing with cybercrime in Brunei and 
Singapore. 

3. To recommend the extent that Brunei should adopt the same laws dealing 

with cybercrime as Singapore. 

 

1.6 Significance of the Study 

The significance of this study is to identify the factors contributing to the broader 

problems in cybercrime. This study will be beneficial to the development of the 

cyberlaws in Brunei as Brunei is moving towards moulding into a Smart Nation  like 

Singapore. The study will provide government agencies, educational institutes, 
academia as well as the legal arena an indepth understanding of cybercrime and its 

functions. In understanding this innovating concept, the study implores an 

understanding of the issues and problems arised from cybercrime. In order to relieve 
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some of these issues and problems, the recommendation provided by this study will 

assist them in improving  laws in handling cybercrime. Further, this research 

will be a stepping stone for others to research more into this topic in order to assist 

 This is an inevitable topic and needs to 
be reviewed in the coming future as the cyber world innovates. Viewing the history of 

cybercrime, it is not novel per se, yet its growth, expansion and variant productions 

are what makes it novel every single time. Brunei understands this and this is reflected 

in her efforts to curb this growing menace. Singapore is indeed a pioneer in 
cybercrime and in essence, has been of great assistance to Brunei during times where 

Brunei needs to amend her laws in the past.  

 

In this light, the researcher hopes that this research would be able to benefit Brunei to 

better her regulations on cybercrime. This research believes that it will indeed be of 

good guidance. After 12 years, the AGC has initiated to amend the cyberlaws. It is 
good news and in light of this good news, the researcher hopes the conclusions and 

recommendations proposed in this research would be able to assist AGC and other 

government sectors in amending their laws.  

 

1.7 Research Methodology 

In order to examine the cybercrime legislations of Brunei and Singapore, the method 

of doctrinal research has been used. Doctrinal research can be defined in a simple way 
19 It is the method most 

consistently used when a research intends to investigate and analyse a body of law, 

including case law and relevant legislation, which are  the primary sources and journal 

articles or other written commentaries on the jurisprudence and legislations, 

categorised as, the secondary sources. It is library-based research that seeks to find the 
gal issue or questions. Further, analytical and 

comparative methods were employed in this research as well. Cybercrime legislations, 

literatures and case laws are examined to answer the above questions. Here, the 

application of the legislations, the issues addressed, and the opinions from the 
academia, jurisdiction and the legislature can be explored. The materials accumulated 

                                                            
19 McConville, M., et al . (2007). Re se arch Methods for Law. Edinburgh Universit y Press. pp. 18-19. 
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from the previous research can contribute to identifying and analysing the similarities 

and divergences among the approaches taken by the selected legal regimes.  

 

It is worth noting that the legislative taken by a selected legal regime is sometimes 

complex, and some special regulations on jurisdiction and enforcement power may 

also reflect its features. In such cases, relevant criminal procedural issues are also 
addressed if their discussion can contribute to understanding the unique approach 

taken by the selected legal regime.  

 

Research for materials has been carried out in archives or library of AGC, Brunei 

Supreme Court, Universiti Brunei Darussalam and Universiti Islam Sultan Sharif Ali. 

Attachment programmes has been  
and the Legal Drafting Division for the purpose of clarifying the research

understanding of the laws and gaining indepth information on cybercrime. 

 

1.8 Research Scope and Limitations 

For a better understanding of cybercrime legislations and to contribute to the 

betterment of cybercrime regulations, this research has chosen two jurisdictions for its 

comparative research - Brunei and Singapore. The advancement of the Singaporean 

legal legislations on cybercrime is the main reason for choosing Singapore as a 
comparison subject. Given that the legal traditions and societal cultures of Singapore 

and Brunei are similar, and thus of comparability, Singapore was selected based upon 

these reasons. For another, both countries share the same issues and considerations 

when adapting the criminal law to address cybercrime. In addition, much material on 
Singaporean cybercrime legislation in English law is available for comparison, 

including the legislation, parliamentary discussion and academic analysis. However, 

the research also made reference to other jurisdictions such as the United Kingdom 

(UK), Australia and Malaysia. The purpose is to provide a larger context in the 
arguments provided in this research. Further, these countries share the same law  the 

common law.  
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the Singapore Computer Misuse Act 1993, Chapter 50A (SCMA) are borrowed 

directly from the English Computer Misuse Act 1990, Chapter 18. Brunei is not far 

from its similarities with the Singapore legislation; it has always relied on Singapore 
legislations as reference and guidance during the time of the amendments of her own 

laws.  

 

This research has looked into the origins and evolution of cybercrime legislation in the 

selected legal regimes, the cyber legislations in Brunei and Singapore, the judicial 

approaches that have been taken in the field of the criminal law in relation to 
cybercrime and the issues that they have addressed and how criminal law are adapted 

to regulate cybercrime, judicial approaches, and finally, the counter measures taken by 

these two countries to tackle cybercrime.  

 

As for the limitations, it should be mentioned that there are little research or 

publications 
many times by relevant authorities throughout the years.20 No official document is 

available from the government institutions pertaining to cybercrime thus literature 

sources attained for this research relied on published law journals and online news 

articles. However, it is noteworthy to state that the published law journals available, 

i.e.,  the Singaporean Law Journals, in Brunei are not updated and there are few and 
brief published law articles on cybercrime in Brunei from the Internet. For this 

research, the Brunei cybercrime cases were mostly obtained through the use of the 

Brunei Judiciary website.21 Here, only Intermediate Courts, High Courts and Courts of 
Appeal cases are published. Magistrate Courts cases are not available for the public to 

view. Most of the cybercrime cases held in Brunei are under Magistrates Courts. For 

the case of Singapore, although courts cases are published in their Judiciary website22 

for public view, there are not many cybercrime cases available to be viewed. The 

website only allows full access if one subscribes to the website, which is costly. 
                                                            
20 Ain Bandia l. (2018, August 14). AG: Strengthen Current Laws to Address Current Issues. The 
Scoop, Re trieved September 11, 2019 from https://thescoop.co/2018/08/14/ag-strengthen-curre nt -laws-
to-addre ss-ne w-cyber-threats/. 
21 Judiciary. State Judic iary D epa rtme nt, Brunei Darussalam. Retrieved Se ptembe r 11, 2019 from 
www.judic ia ry.gov.bn.  
22 Supre me Court, Singapore. Retr ieved Septe mber 11, 2019 from www.supremec ourt.gov.sg  
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Published journals are not available in the website as well. Thus, United States, UK, 

Australian and Malaysian legislations and cases were referred to as means to elaborate 

more on some points in this research.  

 

1.9 Literature Review 

Kshetri said that it is unclear whether cybercrime refers to legal, sociological, 

technological, or legal aspects of crime and a universal definition remains elusive.23 

that the computer can be an instrument or tool used to perpetuate a crime and that 

24 Mcguire et al had termed this definition differently - 
-enab -

Marco et al argued that 

-statutes are insufficient to cope with cybercrime which keeps evolving 

rapidly with technology.25  Pg Ibnu found that at least 13% have had experienced 
identity theft. The study also indicated that at least 24% of the users have had their 

computers hacked although only 93% said their phones have never been hacked. As 

computers or technology innovates, cybercrime innovates too. The increase of 

cybercrime was highlighted by Mr Wong Kang Seng where he said that it is necessary 

to update the Computer Misuse Act to deal with an increasingly complex 
environment.26  

 

In Brunei and Singapore cyber legislations, the fundamental element distinguishes 

between a cybercrime and a normal criminal crime is the computer element in the 

ways: providing an all-inclusive definition while at the same time listing certain 

                                                            
23 Kshe tri, N. (2010). Global Cyberc rime  Industry: Economic , institutional and strategic pe rspec tives. 
Berlin Heidelberg: Springe r Scienc e & Business Me dia. 
24 Jiow, H. J. (2013). . 
International Journal of  Cybe rcriminology. p. 4.  
25 Marco, B., et al . (2018). Brunei Cybersec urity Masterplan 2018. S. Rajara tnam School of 
International Studies. p. 14. 
26 Second Reading of the Computer Misuse (Amendment) Bill. (1998, June 30). (N o. 24/1998). 
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